We study the role of privacy in the market for mobile applications. For such programs used with smartphones and tablet PCs a very important market has emerged. Yet, neither the role of privacy on that market is well understood, nor do we have empirical evidence regarding its role therein. We exploit data on 300,000 mobile applications and almost 600 "applications-pairs" to analyze both sides of this market: First, we analyze the price that application suppliers charge for more privacy. Second, we study how users' installations are related to the "personal data greediness" of mobile applications.
Introduction
In this paper, we exploit data on 300,000 mobile applications to analyze the role of privacy in this market. The recent rise of smartphones and tablet PCs has been the most significant change in the market of end user computational devices over the last decade.
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This is due to the emergence of a market for mobile applications (henceforth "apps") which allows users to tailor their devices to their needs. While apps have become one of the most important two-sided markets, little is known about how this market actually works.
Especially little is known about the role of privacy in the market for mobile apps. How do suppliers trade direct revenues for more usage and the possibility of getting access to private data? Do users avoid "data greedy" apps consciously? We provide evidence on how consumers react to the (privacy-relevant) permissions that apps request upon installing them. Moreover, we use data on almost 600 "sister-pairs" of apps: two versions of the same app, where one is offered for free and the other one for pay. These pairs are used to analyze the supply side behavior of app developers and the price they charge for additional privacy. We can thus provide urgently needed empirical evidence to inform recently emerging economic theories that relate privacy to competition (Spiegel (2013), Casadesus-Masanell and Hervas-Drane (forthcoming)).
We use a cross-section of all apps available in 2012 to estimate the effect of privacysensitive permissions on app success. The data was collected from one of the two major players for mobile applications, the Android market. An app's success is measured by both, the number of installations and turnover (if applicable). Moreover, we exploit a panel data structure and add data from Google Trends to get a more differentiated view of the intertemporal variation in the demand for apps.
Our results indicate a positive relationship between the number of installations and the number of requested permissions. However, at the same time, demand is lower for apps which request privacy-relevant rights. In our analysis of the supply side, we find strong evidence that free apps have a strong tendency to ask for more privacy-sensitive permissions than paid apps. We can confirm this finding using the matched dataset of app-pairs. This is the first evidence on the price at which suppliers are willing to forgo privacy-sensitive information.
In ongoing work we attempt to validate our results in an extended analysis, using a monthly panel data set covering six months. Such an analysis on the data for mobile apps creates several challenges, such as the limited week-on-week variability in the download information provided in the Android market. We pursue three strategies to tackle these issues: First, we augment the data with additional information from Google Trends and combine data on reviews and installations to generate two alternative download measures.
The second strategy exploits matched pairs of apps, which only vary in their price and the amount of permissions they request. These app-pairs shed light on the "money for privacy" trade-off. First results for these approaches are presented in the extended analysis. A third approach (future work) aims at exploiting regional variation in the demand for apps on Google Trends. Such variation can observe how the population in different countries reacted differently to publicly debated privacy concerns.
We believe that our research provides important insights into consumers' privacy concerns when using smartphones as well as into suppliers valuation of user data. Also, our results shed light on stylized facts that are necessary for building theoretical models aimed at understanding this topic and for further estimations. Ongoing research seeks to deepen these results in a panel analysis and to test whether the relationship of downloads and privacy sensitive permissions prevails when instrumenting for endogeneous variables, such as the price.
The remainder of the paper is organized as follows. Section 2 reviews and summarizes the related literature. Section 3 describes our data set and presents descriptive evidence.
Section 4 introduces the empirical framework we use and presents the results we obtain with the cross-section data. A subsection is dedicated to panel data estimation and presents the augmented analysis that exploits additional data from Google Trends or from the pairs data. Section 5 concludes and discusses limitations of the current approach.
Related Literature
We study how potentially data greedy mobile applications perform in the market relative to less demanding apps. First empirical evidence on this question was gathered by researchers at the OECD, who arrived at the conclusion that it is a decisive issue for the success or failure of an app whether and how it collects data of users.
2 According to their studies, it is of crucial importance for the consumers' trust in the entire market whether users know about the data that is being collected and how they will react to "data-greedy" apps. Clearly, the issue of consumer trust should not be underestimated, since a lack of trust could result in a massive hindrance for the development of the market.
To our knowledge, platforms where applications for mobile devices can be downloaded have hardly been investigated empirically. One exception is the paper by Ghose and Han (2014) , where they estimate the demand for selected (and top-rated) apps using a structural empirical approach for the estimation (Berry et al. (1995) , Nevo (2001) ) of demand. Ghose and Han (2014) focus on the 300 top-rated apps on the platforms, and compare them for Android and Apple. The present study differs from theirs in three important ways. First, we have a different focus by analyzing the role of privacy in such markets, for both, demand and supply. Second, we observe the complete set of apps that was available in the Android Market in summer 2012 (N = 300, 000). Third, we observe a categorical measure of downloads, rather than approximating demand via the sales ranks.
We evaluate if and how users react to "privacy greedy" permissions and whether they avoid installing apps that request more or very sensitive rights. Experimental and survey based research has investigated consumer's attitudes towards privacy in the smartphone market. Contrasting consumers' willingness to pay to protect privacy and their willingness to accept for giving away their personal information showed that the willingness to pay is much lower. (Grossklags and Acquisti (2007) , Tsai et al. (2011) ) Also a recent survey based study (Savage and Waldman (2013)) found that consumers' self-reported willingness to accept, giving away the personal information that is typically shared with developers, is near 4 USD. The choice architecture of the platform affects smartphone users' willingness to pay premiums to limit their personal information exposure (Egelman et al. (2013) ).
More technical analyses investigate the precise meaning of certain permissions and what they imply for the privacy of the device's owner (Chia et al. (2012) ). Other studies investigated how dangerous apps can potentially be (z.B. Chia et al. (2012) or Fahl et al. (2012) ). They carefully studied a smaller number of observations and they are mostly concerned with technical aspects. Yet, despite the fact that mobile apps are a relatively new phenomenon, it is possible to use existing and established methods to estimate demand for an app and to analyze how this demand is influenced by the rights an app asks for. Examples of such methodology can be found in existing demand estimations such as Danaher (2002) , Iyengar et al. (2008) or Kim et al. (2010) . Moreover, earlier studies that analyzed the software industry or the substitutability of fixed and mobile telephony (e.g.
Ward and Woroch (2010) or Briglauer et al. (2011) and references therein) are a valuable source of theoretical predictions.
A final contribution lies in analyzing the suppliers' price for privacy, i.e. how much suppliers charge in exchange for requesting less privacy sensitive information of their customers. Almost nothing is known about how the supply side deals with privacy concerns. Preibusch and Bonneau (2013) analyze data collection policies of internet sites, and find that the intensity with which they collect data varies substantially. Several models have analyzed online privacy. In such models the knowledge about a personal preference of an agent can be used to price discriminate (Wathieu (2002) , Taylor et al. (2010) ). In such models firms can use customer information, such as the purchase history, to charge personalized prices in settings of electronic retailing (Taylor (2004) , Acquisti and Varian (2005) , Conitzer et al. (2012) ). One of the more surprising findings showed, that it can be beneficial for consumers if the cost of hiding personalized information increases.
An alternative way to use the personal information is the context of direct marketing, which may result in costly efforts to avoid ads (Johnson (2013) , Hann et al. (2004) ).
Increasing the cost of anonymity can benefit consumers, but only up to a point, after which the effect is reversed (Taylor et al. (2010) ). Generally, these models see reduced privacy as a source of inefficiency. However, in the context of software production, providing free software in a bundle with (targeted) ads could also be welfare improving if the cost of producing software is relatively low (Spiegel (2013)).
The ambiguity in the theoretical results provides a good description of the trade-off that is present on platforms for mobile apps. On the one hand, consumers might suffer disutility from potentially intrusive apps, on the other hand, many valuable services can be provided "for free" and create benefits for a much larger group of users. This ambiguity is also a dominant theme in a recent analysis of a situation where suppliers compete in privacy Casadesus-Masanell and Hervas-Drane (forthcoming). They analyze the effect of privacy sensitive information in a setting of competition in two-sided markets, as it was pioneered by Armstrong (2006) or Rochet and Tirole (2003) . In the context of mobile apps, it is important to consider the potential repercussions of restricting the use of private information to both sides of the market.
We analyze the relationship between users' downloads and the privacy sensitive information they have to provide to the supplier. Baccara (2007) considers situations in which consumers are business clients who might suffer great losses when their private data are leaked. A series of recent studies analyzed how privacy policies affect users of social networks or the success of targeted advertisement (Goldfarb and Tucker (2011 ), Tucker (2012 ), Tucker (2014 ). Restrictions on the usage of private data in advertisement substantially reduced targeting effectiveness. This resulted in lower revenues for the content site, but also highlighted that privacy policies have an important effect on consumer behavior.
The main contribution of our paper consists of analyzing the role of apps' "demand for access to personal information", about the users. We observe detailed information on the permissions (rights) that the app requests before installation. We provide evidence about how users' installations are related to the access permissions requested by an app.
Moreover, we analyze the behavior of suppliers who offer the same app (i) for pay, but with limited access to personal information and (ii) for free, but with greater access to the user's personal data.
In addition, we provide insights into whether and how strongly the users of one of the most important platforms for mobile apps react to the current warning mechanisms about potentially malicious usages of permissions. If these mechanisms turn out to be insufficient this might hint to the necessity of considering other ways for warning users about the potential dangers of installing a specific app.
Data and Descriptive Evidence
In this section we briefly describe the data we use to analyze the role of privacy in app markets and provide some descriptive evidence on this issue.
Data
We collected data from one of the two largest platforms for mobile applications -namely Google's Play Store (formerly Android Market). In 2012 (and 2014) we extracted publicly available information on most apps available at that time.
3 Thus, our data set covers the full population of products available in 2012 (around 300,000). Figure 4 in the Appendix shows the design of Google's Play Store in 2012 and thus which information we were able to extract. The data set includes a rich set of app specific characteristics. In contrast to most cases of internet-based data sets, where demand variables have to be approximated via sales ranks (see e.g. Chevalier and Mayzlin, 2006, Garg and Telang, 2013 or Ghose and Han, forthcoming) , our data set provides direct information on the total number of installations and sales for each app. This measure exists in a discrete form (17 levels, e.g.
1-5 installations, 6-10 installations, 11-50 installations, etc.). Next to the sales measure, we have information on many more app characteristics which are relevant for explaining app demand (see e.g. Ghose and Han, 2014) , such as: -content rating (everyone, low maturity, medium maturity, high maturity, not rated),
In addition, the play store provides for each application information on related apps via a section "users who viewed this also viewed", which can be used to easily identify groups of competing apps. We use this information to link competitors characteristics to each other, e.g. we construct the following three additional control variables:
-average price of competitor apps, -average installations of competitor apps, -average rating of competitor apps.
Most importantly, however, Google's Play Store provides precise insights into the permissions an app uses. This allows us, as well as app users, to understand in a detailed way which rights an app has, and thus which functions it can perform, including functions which allow an app to collect private information about the app user. In 2012, Google had defined 136 different of such permissions an app could use, such as e.g. "full internet access", "fine gps location", "read browser data", etc. (for some more examples, see Table   5 ). These permissions have to be declared in the app description and have to be accepted by the app user before installing the app. 4 Figure 5 in the Appendix illustrates the way the permissions in the app store are declared and described. Table 5 ).
4 Google also provides for each permission a standardized short explanation to inform users about the permission's meaning.
5 These permissions, allowing an app to collect private information, include: "fine gps location", "intercept outgoing calls", "read calendar events", "read contact data", "read sms or mms", "receive sms", "receive mms", "receive wap", "coarse network based location", "read browser history and bookmark", "record audio", "read phone state and identity".
Descriptive Evidence
In this section we provide first descriptive insights into the role of privacy in app markets. around 13 percent of free apps have less or equal to 100 installations, whereas around 70 percent of apps for which a user has to pay a price have less or equal to 100 installations.
Regarding the number of required permissions per app similar differences can be seen (see Figure 2 ). Apps which are for free typically require a higher number of permissions. For example, 65 percent of free apps use up to 5 permissions, whereas around 65 percent of paid apps require less than 3 permissions.
In addition, Table 6 (in the Appendix) summarizes our main variables for the crosssection and another data set, the pairs data, which we introduce later in more detail.
There we also provide separate numbers for free and for paid apps. In line with the pie charts, free apps are installed more often than paid apps. At the same time they also use far more permissions (on average 4.65 vs. 2.22 permissions) and especially use more permissions allowing an app to collect private data about the user. On average, The average price of paid apps is equal to 2.15 US dollar.
Finally, Table 7 shows the distribution of app categories. In 2012, the most frequent category is the "personalization"-category, to which apps belong which facilitate the personalization of a smartphone (e.g. via individual wallpapers, ringtones, launchers etc.). 37708 apps or 12.4 percent of all apps belong to it. The next largest categories are "Entertainment", "Tools", "Brain & Puzzle" and "Books & Reference". All five categories which contain games together account for 12.3 percent of all apps.
Estimation and Results
This section discusses the estimation and our findings. The first subsection presents the results of the full cross-section. Subsequently, we discuss our findings on a dataset of matched "sister-pairs" of apps, where the same app is provided for pay and for free.
Cross-Section Data
We first present results of our baseline specification, where we analyze the relationship between app demand, approximated by the number of installations of an app, and the privacy-intrusiveness of an app. Subsequently, we present further results where we consider alternative proxies of demand as well as additional outcome variables of interest.
Baseline Specification
To analyze the relationship between app demand and permissions which allow an app to collect personal information we use econometric analysis. We apply a straightforward empirical demand specification, which models demand for an app as a function of its permissions, its price and other observable characteristics. Our main specification is based on the cross-section sample. The models were estimated using both, simple OLS and 2SLS that accounts for the endogeneity of the price. We estimate the following baseline model:
Demand i for app i is approximated by the number of installations of an app. Demand is a function of a vector of permission group dummies D i , the app's price P i and a set of observable characteristics X i , including the log of the average rating, the app version, the app category, the length of the app description, the number of screenshots, a dummy for the existence of a video, a top-developer dummy, the logarithmic number of apps of its developer, the average number of installations of the app's developer's apps, the minimum and the maximum compatible android version as well as information about the app's competitors' characteristics. ε i is the error term.
The 2SLS specifications instrument the endogeneous price variable:
The instruments used are cost shifters (size of the code) and the price of the closest substitutes (apps by competitors). Note also that for free apps, the price is constant at 0, so instrumentation is not required. In what follows we shall focus on the simple OLS, because the estimated parameters of interest do not differ very much after instrumenting.
Despite controlling for a large variety of app characteristics having an influence on the demand for an app, we expect unobserved heterogeneity to potentially bias our estimates.
Especially, we expect unmeasured quality of apps to be positively correlated with both, app demand and permission usage, and thus expect our permission-related estimates to be potentially upward biased. In reaction, subsequently, we check for robustness to alternative proxies of app success as well as to alternative econometric assumptions.
The results of our main specification are given in Table 1 . Columns 1 to 3 show results for apps which are for free, whereas the remaining columns show results for apps one has to pay for before installing them. In all specifications, increasing the total number of permissions an app uses by one permission is related to an increased number of installations. For free apps, this increase is between 1.2 to 2.7 percent, whereas for payable apps the coefficient is a bit larger, between 2.8 and 4.4 percent. Specifications 1 and 4 include a dummy which takes the value of one, if an app uses at least one of the permissions allowing an app to collect private data about its user. In both specifications, this dummy shows no significant coefficient, whereas the remaining permission group dummies are significantly different from zero. Thus, permissions allowing an app to collect private data do not generally reduce demand for an app. However, as the remaining specifications will show, splitting the group of privacy-relevant apps into subsets shows, that certain types of permissions matter, while others do not. Specification 2 and 5 split them into four subgroups: ID, location, communication and profile. For free apps, we find a negative relationship for three out of the four groups. The permission allowing an app to identify the unique ID of the smartphone (D ID ) comes with a reduction of app demand by 3.5 percent, whereas the permissions allowing an app to collect information about its user's profile (D P rof ile ) reduce app demand by 13.7 percent. The strongest coefficients are associated to the location group dummy (D Location ). Using at least one permission of this group comes with a demand reduction of 24 percent. This is a rather large effect, which, given our specification, should be considered with care. In contrast to those three groups, not related to a demand reduction are permissions controlling communication
Using such a permission is associated with increased demand (plus 5.7 percent). However, among the four subgroups of privacy-relevant permissions, the communication group is the most special which is used by only 8 percent of all free apps.
That is, this result might be driven by rather specific apps. Specification 3 and 6 contain an additional split of the privacy-relevant permissions into two subgroups using Google's definition of potentially malicious permissions. For the group of potentially malicious permissions we find a surprisingly large and significant negative coefficient. If a free app uses at least one permission, allowing an app to collect private data and being classified by Google as potentially malicious, this comes with a reduction in app demand by 32.9 percent. In contrast, permissions allowing to collect private information but not being classified as potentially malicious comes with a significant increase in app demand by 3.8 percent. In summary, we find either insignificant or significant negative coefficients. An app developer using privacy-relevant permissions can expect to have lower installation numbers. Also the findings from columns 3 and 6 are noteworthy: If a permission is flagged as "potentially malicious" by Google, it is associated with massively lower demand, while without Google's flag the relationship is even positive. Obviously, the coefficient overesti- the log of the average rating, the app version, the app category, the length of the app description, the number of screenshots, a dummy for the existence of a video, a top-developer dummy, the logarithmic number of apps of the developer, the average number of installations of the app's developer's apps, the minimum and the maximum compatible android version as well as information about the app's competitors' characteristics. Specifications (1) to (6) are estimated using the Ordinary Least Squares estimator (OLS), whereas specification IV has been estimated using an 2SLS-estimator instrumenting the price of an app by the 'size of the code' and the 'price of competing apps'. For both instruments the first-stage shows a t-value above 10. Specifications (1) to (3) use only free apps, specifications (4) to (7) use only paid apps. Heteroscedasticity-robust standard erros in parentheses. ***, **, * significantly different from 0 at the 1%, 5%, and 10% levels, respectively.
mates the effect of Google's flags, because flagged permissions should be expected to be more problematic and the concerned apps might also differ in reviews and in other ways.
Nevertheless, this difference is striking: the coefficients suggest a large effect of warning users about problematic permissions.
Comparing the results for free apps and their for-pay-counterparts, shows that we often find smaller coefficients for payable apps than for free apps. Moreover, the reaction to specific types of permissions typically is not the same. Tracking a user's ID is always associated with lower demand. However, tracking the location and building a profile appears to be more acceptable for a payable application than for a free app. In contrast, communication-related permissions on payable apps show a strong negative relationship with downloads despite showing a positive one for free apps.
The different role of permissions for free and for payable apps can also be seen when introducing cross-terms in a unified estimation. This is shown in columns 5 and 6 of Table   10 in the Appendix. Introducing cross-terms between privacy-relevant permissions and a price dummy, shows that using more than one privacy-relevant permission comes with a smaller demand reduction for payable apps than for free apps. In Columns 1-4 this is done for free and priced apps separately. The regressions show the effect of the number of privacy-relevant permissions. For both, free and paid apps, we find that if an app uses only one privacy-relevant permission, this is not significantly related to app demand. But if more than one permission is used, this is related to a lower number of installations.
The number of installations is, from our perspective, the most direct measure of app demand. However, alternative outcome measures which are of interest and which describe the success of an app are also available. These are analyzed in the next section.
Further Insights
In this section we show results describing the relationship between the privacy-relevant permission groups and the growth rate of the number of installations, the number of ratings an app receives and the probability of an app to exit the market. In addition, we analyze the relationship between the app developer's decision to offer an app for free or for pay (including its price level choice) and its decision to use privacy-relevant permissions.
Results are given in Table 2 .
Columns 1 and 2 show the results for our specifications analyzing growth of installations. 6 For free and for pay apps we find either a significant negative or an insignificant relationship. Especially, the location-relevant (for free apps) and the profile-relevant permissions are strongly negatively related to installations growth.
In specifications 3 and 4, we analyze how the number of ratings is correlated with the use of the privacy-relevant permission groups. We consider this measure as a measure of usage intensity, and also as an alternative proxy of app demand, given that app installations and an app's number or ratings are highly correlated. 7 Again, location-and profile-relevant permissions show a strongly negative relationship for both free and paid apps, that is, they come with a reduced number of ratings. In general, for payable apps all four permission groups show a significant negative effect. In contrast, for free apps, communication-relevant permissions and the permission to access the unique phone ID are positively correlated with the number of ratings.
Also an app's exit can be interpreted as a sign of an app's (lacking) success. For free apps (column 5) we found a positive relationship between permission usage and app exits (three out of four permission groups). For payable apps we find more heterogeneous results. Location-and profile-relevant permissions are correlated negatively with app exits, that is, apps using such permissions are more likely to survive.
The final set of estimates analyzes a developer's decision to offer an app for free or for pay and their choice to ask for specific types of privacy sensitive permissions. We find very strong results showing that apps being offered for free ask for many more permissions than apps being offered for a positive price. This result holds for all types of permissions.
Also, if an app developer decides to ask for a price upon installation, the price level is negatively correlated with two of the permission groups, namely profile-and locationrelevant permissions. Communication-relevant permissions are not significantly related to the price level, whereas the permission allowing identifying the app user is positively correlated with the price of the app.
Overall, these results confirm our previous findings. We conclude from these results, that (1) privacy-relevant permissions and especially profile-and location-relevant permissions might be negatively related to demand for (free) apps, (2) that in general, privacyrelevant permissions are used much more often if an app is offered for free and (3) that in case an app is offered as a paid app, its price is negatively related to the prevalence of profile-and communication-relevant permissions. However, we are aware that we are using only a cross-section, due to data limitations. 8 Hence, those results have to be interpreted with great care. Several unobserved factors could drive our results. The next section provides one idea how to improve our identification.
7 In our sample, regressing the log number of installations on the log number of ratings of a free (paid) app gives a highly significant coefficient of 0.41 (0.28) and shows an adj.R 2 of 0.56 (0.43). 8 The information was originally collected at a weekly resolution from April to October 2012, with the intention of exploiting within-variation in the apps. However, in the variables of interest there is very little weekly within variation, which is why we had to use the cross-section data. Notes: ∆ Log. Installations represents the difference in the log number of installations between 2012 and 2014. The D i variables are dummy variables which are equal to one if an app uses one of the permissions of a respective permission group. Controls include: the log of the average rating, the app version, the app category, the length of the app description, the number of screenshots, a dummy for the existence of a video, a top-developer dummy, the logarithmic number of apps of the developer, the average number of installations of the app's developer's apps, the minimum and the maximum compatible android version as well as information about the app's competitors' characteristics. All specifications are estimated using the Ordinary Least Squares estimator (OLS). Heteroscedasticityrobust standard errors in parentheses. ***, **, * significantly different from 0 at the 1%, 5%, and 10% levels, respectively.
Extended Analysis -Panel

[Ongoing work! -preliminary!]
In this section we aim to address the main weakness of our analysis, the fact that we use a cross sectional data set. Since such a specification introduces several sources of endogeneity, we attempt to validate our results in a panel data analysis. Hence, we put together a monthly panel covering our observation period of six months. Results are reported in the next subsection. However, attempting such an analysis on the data for mobile apps creates several challenges: most importantly the limited week-on-week variability in the download hurdles we observe and the little within variation in the number of permissions that an app requests. We pursue three strategies to tackle these issues:
First, we generate more detailed demand measures, based on customer review quantities and on additional data from Google Trends. First results for this approach are presented in the second subsection of this chapter.
The second strategy exploits pairs of apps, which are provided by the same developer and only vary in their price and the amount of permissions they request. These app-pairs shed light on the "money for privacy" trade-off, as it is perceived by developers. We present our results in the subsequent section. Third, in ongoing work we are conceiving a final strategy, which aims at exploiting regional variation in the demand for apps, as it can be approximated from a deepened exploitation of the data from Google Trends. This could be used to observe how the population in different countries reacted differently to publicly debated privacy concerns.
Panel Data Analysis
In Table 8 (in the Appendix), we attempt to go one step further and provide the results of a first panel analysis. The panel was constructed from two waves, where the second wave was taken 5 months after the first. 9 . In the pooled OLS (columns 1 and 4) we ran the same regression as in the cross-section (except having two waves of data). In columns 2, 3, 5 and 6, we include an app fixed effect to base the estimation on within variation. This is appealing, because it controls for unobserved app-specific characteristics (α i ) that might confound the results of the cross section:
The fixed effects estimations confirm the main tendencies about privacy that we found in the previous specifications based on the cross section. Most importantly, profiling is not desired in both free and paid apps and geo-tracking is negatively correlated with downloads for the free (at least as long as we do not exclude those apps whose length of description changes, which can be considered as an indicator of changes in functionality).
However, the positive price coefficient is a clear indication, that high priced apps are structurally different from free/low price apps. We desire to scrutinize this apparent selection issue in ongoing work, which also aims at including instruments and improving the data quality to allow for a richer panel structure.
Alternative Panel Specifications Using Google Trends [Ongoing Work!]
A major challenge is the limited week-on-week variability in the download hurdles. Dealing with this issue is the objective of ongoing work. To improve on our categorial measure of downloads, we augment our data with data on search queries from Google Trends and exploit data on customer reviews. This allows computing a more fine-grained measure of downloads. The first fruits of these efforts are presented in Table 9 Note that the number of observations is very small for the results based on Google
Trends information, which is due to the fact that we can access only a limited amount of information by day. Hence we had to select a sample, and chose to focus on highly demanded apps (which are found with a higher probability on the Trends severs). Clearly this is a selected sample, but ongoing work aims at a generalization, since the number of apps with available Trends data is growing every day. We also extracted the infor-mation for a 2% random sample, and ran the same regressions. While the results do not contradict the presented findings, the power in a small random sample is too low for conclusive results, but they are available upon request. Finally, as with the baseline panel estimates, the price coefficient is positive indicating that more expensive apps are structurally different from cheaper ones. We aim at tackling this issue in ongoing work using an IV-approach.
Pairs Data
In this section we exploit a specific subsample of selected app pairs: App developers often offer two versions of the same app, one version can be downloaded for free and one version for which users have to pay a price before installation. The costly version typically offers some advantage over the free version: It may either offer additional functions, contain no or less in-app advertisement, and/or the costly version is also associated with fewer (privacy sensitive) permissions. 10 This feature of app pairs offers an opportunity for the researcher, because the paid version can serve as a technological counterfactual in a specific sense: Any permission that is not required by the paid version, is not necessary for the functioning of the app. Hence, any permission that is present in the free version but not in the paid sister, is definitely redundant for functionality, and, instead, related to monetization. 11 Moreover, free and paid sister applications are potentially very close substitutes, which only differ in their price and in displaying advertisements but otherwise having identical functionality.
We exploit these two features of app pairs to better understand to which extent developers are collecting user data as an alternative to monetary compensation. Moreover, the existence of app pairs, in principle, invites an estimation based on the differences between the two apps. The difference in the requested permissions could be used to predict the difference in installations when conditioning on price and the potential difference in the service quality. Preliminary results are provided in the end of this section.
To achieve a sample of more homogeneous pairs of applications, we manually identified pairs of apps that had no discernible difference in the amount of services it offered.
For that, we manually identified app pairs which stated as only difference in their app descriptions that the free version uses advertisements, whereas the paid one does not use 10 These pairs are identified using a word processing algorithm which identifies app pairs having the same name except for one of the following addings: 'free', 'paid', 'lite', 'full', 'demo', 'pro', 'premium', 'donate', 'trial', 'plus'. 11 Note, that it is safe to assume that the free app does not offer more services than the paid.
them. Note that this is necessary, because apps generally differ in the amount of services they provide, introduction the danger of confounding the estimation. We can account for these differences, by looking for pairs of apps, where the paid version does not provide additional services. This occurs naturally when the paid app is ad free, but otherwise does not offer any additional service. Sometimes, it is even the case that there is no discernible difference in the apps whatsoever, they only differ in the permissions and the price.
In line with the full cross-section, the number of installations and the number of permissions in the sample of free apps exceed the one of the paid apps. However, in the pairs sample we observe a higher average number of installations than in the full crosssection. This is not too surprising given that we here include only apps which are offered by developers capable and willing to provide two versions of an app, a free one and a priced one. This requires more resources and should be correlated with higher capabilities and higher quality of products and thus also with a higher number of installations.
A pairwise comparison of the privacy sensitive permissions reveals, first, that most of the pairs do not differ in the number of the permissions they request. Second, we find that the free version of an app is much more likely to request privacy sensitive permissions than the paid one. This can be seen in the histograms in Figure 3 . The upper row contrasts all app pairs, and the lower row contrasts pairs which differ in nothing but the display of advertisements. In both samples the large majority of free apps does not request privacy-relevant permissions. However, if a privacy-relevant permission is introduced by one version and not by the other, it is by far more likely that it is the free version. In fact, once we condition on the same level of services (lower row), only in 2 out of more than 600 pairs the paid version asks for more permissions than the free one, while more than 200 free apps ask for one or more redundant permissions. This can be seen in Table   3 , where we subtract the costly app's number of privacy sensitive permissions from the free app's number of permissions. A positive number indicates that the free app requests more privacy sensitive permissions. We do this for both definitions of privacy-relevant permissions, the one by Sarma et al. (2012) and Google's own criterion. Free apps ask for more permissions independently of which criterion is applied, but interestingly, the pattern is less striking for the "more visible" privacy-relevant permissions that are also flagged by Google.
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To conclude this section, we report the results from an estimation attempt that relates Notes: The figure contrasts the distribution of privacy sensitive permissions (according to Sarma et al.) in the free and paid versions of apps. The two upper histograms show this distribution for all pairs we found, the lower one for the selection of pairs, which are likely to differ only in that the free version uses ads. The left side of the graph shows paid apps, whereas the right one shows the distribution for free applications. For both samples the number of free apps are more likely to use privacy sensitive permissions. Notes: The table shows the difference in privacy sensitive permissions between the free and the paid version of the same app (free-paid). The unit of observation is a pair of two "sister-apps" (same app by the same developer), where the developer offers one for free and the other one for pay. A positive number means that the free version uses more privacy sensitive permissions, we show the difference according to both privacy criteria, the one based on Sarma et al. and permissions flagged as potentially malicious by Google. The table shows (i) that the free versions of the same app tend to use more privacy sensitive permissions, but(ii) that only a third of the apps differentiate.
differences in the number of privacy-relevant permissions to differences in the installations.
For these regressions we focus on the sample of pairs which only differ in advertisement or
show no discernible at all. In principle, both, differentiating the app through the presence or absence of ads, or trading a few dollars for more privacy, seem to be viable deals: the first would allow to identify the price that is being asked in exchange for the ability to show advertisements. The second group, which trades permissions for money, would shed light on the developers' price charged for fewer permissions. However, we end up with very few app pairs and we are slightly worried about the representativeness of the applications that we identify by our procedure, especially, about the apps that do not mention any additional service when charging money. Hence, we focus on the apps that differentiate via ads and we generally point out that the subsequent result should be taken with a grain of salt. Table 4 shows the results of our estimations using selected app pairs. The first two regressions show the relationship of the "market share" in installations (share of paid installations in total installations of app pair) or reviews and the difference in privacyrelevant permissions. The third column analyzes the relationship of price and permissions.
As is easily seen from these regressions, there is no statistically significant relationship of the privacy differential and the dependent variables. This may be driven by several Notes: Dependent Variable: Column 1: log of the paid app's share of installations over total pair installations. column 2: log of the paid app's share of ratings over the total number of ratings. Column 3: log of the paid app's price. The independent variable is a dummy, which takes the value 1 if the free version requests a specific privacy sensitive permission, which is not present in the paid app (and price, where applicable). Standard errors in parentheses; * p<0.10, ** p<0.05, *** p<0.01.
factors: (i) we might simply have lost too much power to discern the effect, (ii) it might indicate that the developers do not use this dimension systematically to price discriminate and users do not systematically avoid free apps that "charge" redundant permissions.
Actually, preliminary results (not shown, but available upon request) point in the opposite direction.
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The descriptive evidence on app pairs clearly shows that developers have a tendency to request more permissions in the free version of their apps than in the paid version.
However, from the regression results we cannot infer that there is systematic avoidance of privacy sensitive permissions. Moreover, we cannot see that users are willing to pay more (or developers do not charge more), for less privacy intrusion. Further research is aimed at digging deeper into these, a priori, conflicting results, as will be discussed in the next section.
Conclusion, Limitations and Further Research
In this paper, we analyze the role of privacy in the market for mobile apps. Specifically, we analyze the role of the permissions allowing apps to collect private information about its users and which mobile apps request upon installation of an app. Our results suggest that apps indeed request a lot of permissions for accessing the mobile device's primary functions when being installed. Moreover, free apps clearly request more access to users' personal data than paid apps. We analyze how users react to these permissions. Our analysis highlights two conflicting forces. On the one hand, we observe that the number of installations and the number of requested permissions seems to be positively correlated.
This indicates that consumers do not refrain from installing apps that request many permissions. On the other hand, we see that the usage of permissions which allow collecting private information tends to be negatively correlated with installations. In continued research we analyze the behavior of the supply side in order to provide first empirical evidence to inform recently emerging economic theories relating privacy to competition in two-sided markets (Spiegel (2013), Casadesus-Masanell and Hervas-Drane (forthcoming)). We tackle the difficulties that stem from the large heterogeneity of apps (e.g. in quality and scope) by focusing on app-pairs (free and costly) of a single producer, which
in addition allows us to analyze the price that suppliers offer for additional privacy. Doing so, we can confirm that free apps clearly request more access to users' personal data than paid apps.
Our approach suffers from several limitations, which force us to leave important questions to further research. Most importantly, its somewhat descriptive scope and the fact that we cannot account for unobserved product heterogeneity limit our approach. A panel analysis is a first step to remedy these problems. We take this first step by attempting to approach the issue via a better measure of downloads allowing us to use a balanced panel and a panel of newly published apps. We are also augmenting the data with additional information on demand from Google Trends. We show first results, which validate our main findings, when using these data.
Other limitations are more persistent: Our analysis of the supply side does not exactly match the setting of the models we wish to test (Spiegel (2013), Casadesus-Masanell and Hervas-Drane (forthcoming)). We also lack a normative benchmark, against which to compare our results in order to evaluate whether the reaction of consumers is appropriate or not. However, the app-pairs are a first step of better understanding the role of redundant privacy sensitive apps. Even at the current stage, our research is able to provide first information on the role of permissions and their relation to the frequency of downloads. We believe that it is a crucial first step towards a better picture of these new markets, consumers' privacy concerns and their understanding of possibly problematic access permissions in mobile applications. Notes: Dependent variable is log number of installations. The Di variables are dummy variables which are equal to one if an app uses one of the permissions of a respective permission group. Controls include the log of the average rating, the app version, the app category, the length of the app description, the number of screenshots, a dummy for the existence of a video, a top-developer dummy, the logarithmic number of apps of the developer, the average number of installations of the app's developer's apps, the minimum and the maximum compatible android version as well as information about the app's competitors' characteristics. The data used consists of a balanced panel of apps which are available in week 1 and week 21. Specifications POLS use the pooled OLS estimator. Specifications FE1 and FE2 use the fixed effects estimator. The FE2 specifications exclude apps whose length of description has changed between week 1 and 21. Heteroscedasticity-robust standard errors in parentheses. Significantly different from 0 at the 1, 5 and 10 percent levels, respectively. Notes: Dependent variable in columns 1-4 is approximated log number of installations. In Columns 5-8 the Google Trends index. The Di variables are dummy variables which are equal to one if an app uses one of the permissions of a respective permission group. Columns 1-4 use the full sample, Columns 5-8 use a special set of mobile apps, for which the information from Google Trends is currently available (Apps with higher demand -ongoing work is extending the database, but the number of daily requests is limited). Controls include the log of the average rating, the app version, the app category, the length of the app description, the number of screenshots, a dummy for the existence of a video, a top-developer dummy, the logarithmic number of apps of the developer, the average number of installations of the app's developer's apps, the minimum and the maximum compatible android version as well as information about the app's competitors' characteristics. The data used consists of a balanced panel of apps which are available in week 1 and week 21. Specifications POLS use the pooled OLS estimator. Specifications FE1 uses the fixed effects estimator. Heteroscedasticity-robust standard errors in parentheses. Significantly different from 0 at the 1, 5 and 10 percent levels, respectively. Table 10 shows estimation results describing the relationship between app installations and the use of privacy-relevant permissions. In contrast to Table 1 , here no split of the privacy-relevant permissions into subgroups is performed, instead we include in addition to the permission group dummies, the number of privacy-relevant permissions used by an app. Again, we split our sample into a sample of free apps and one of paid apps. However, here we also include two specifications (5) and (6) where we combine the two samples and make use of cross-terms.
Appendix
Descriptive Tables
Panel Data Analysis
Alternative Analysis: Interaction Terms
Specification (1) and (3) are identical to specification (1) and (4) in Table 1 . Specification (2) includes in addition the number of privacy-relevant permissions an app uses.
Including it, leads to a positive coefficient of the dummy capturing the effect of the privacy-relevant permission group. However, the number of privacy-relevant permissions itself is negatively correlated with the number of app installations. That is, if an app uses one such permissions, the combined effect of the two variables is counterbalanced.
But if more than one privacy-relevant permission is used, the latter effect dominates and thus an increasing number of privacy-relevant permissions is negatively related to app installations. The same holds for paid apps (specification 4). There also, with one permission, the two effects balance each other out, whereas with more than one permission, the negative effect dominates.
Specification (5) includes the same set of variables as specification (1) and (3) but adds a price dummy as well as cross-terms being one if at least one permission of a group is used and the price of the app is > 0. In this specification, the total number of permissions still shows a small positive relationship with app installations. In contrast, the variable of interest, the dummy for privacy-relevant permissions shows a negative significant relationship with app installations. It indicates that for free apps a negative relationship with app installations exists. However, for paid apps we see combined effects of this variable and the respective cross-term is positive. Thus, in contrast to free apps, for paid apps using privacy-relevant permissions is not related to a reduction in app demand.
Specification (6) is extended by including as additional variable the number of privacyrelevant permissions and its cross-term with the price dummy. Including them changes the results of the privacy-related variables. The privacy-dummy becomes positive significant, whereas the cross-term of the privacy-dummy with the price dummy becomes negative significant. As in specification (2) and (3) the number of privacy-relevant permissions Notes: Dependent variable: log number of installations. The D i variables are dummy variables which are equal to one if an app uses one of the permissions of a respective permission group. Controls include: the log of the average rating, the app version, the app category, the length of the app description, the number of screenshots, a dummy for the existence of a video, a top-developer dummy, the logarithmic number of apps of the developer, the average number of installations of the app's developer's apps, the minimum and the maximum compatible android version as well as information about the app's competitors' characteristics. All specifications are estimated using the Ordinary Least Squares estimator (OLS). Specifications (1) and (2) use only free apps, specifications (3) and (4) use only paid apps and specifications (5) and (6) use free and paid apps. Heteroscedasticity-robust standard errors in parentheses. ***, **, * significantly different from 0 at the 1%, 5%, and 10% levels, respectively.
balances the effect of the privacy-dummy out. That is, for both, free and paid apps, one privacy-relevant permission has no significant effect. However, if more than one privacyrelevant permission is used, for free apps this comes with a demand reduction, whereas for paid apps it comes with an increase in demand.
Difference in Permissions for all Pairs
When discussing pairs of apps in the main body of the paper we focused on a better matched sample of pairs, to ensure that the services offered are the same, except maybe for advertisement. In this appendix we provide the comparison of permissions requested by free and paid versions for all pairs of apps that we could identify. This highlights that the greater number of privacy sensitive permissions in the free apps are prevalent in any sample of pairs. Notes: The table shows the difference in privacy sensitive permissions between the free and the paid version of the same app (free-paid). The statistics are shown for all apps that were found, including pairs where the free version might offer significantly fewer services (e.g. demo versions). The unit of observation is a pair of two "sister-apps" (same app by the same developer), where the developer offers one for free and the other one for pay. A positive number means that the free version uses more privacy sensitive permissions, we show the difference according to both privacy criteria, the one based on Sarma et al. and permissions flagged as potentially malicious by Google. The table shows (i) that the free versions of the same app tend to use more privacy sensitive permissions, but(ii) that only roughly 20% of the apps differentiate. 
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